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2 Foreword 
 
 

 
Sharing personal information is essential for delivering effective and efficient 

public services that meet the needs of people and safeguard the individual. 

Christopher Graham, the UK Information Commissioner, has written that a 

reluctance to share information in clearly appropriate circumstances “is one 

of the biggest challenges facing the public service today”. 
 

In Wales we are proud to have developed the WASPI Framework as a practical 

and tested consent-based approach to multi-agency sharing for all sectors. 

It encourages safe, lawful and secure sharing of personal information and 

helps to ensure compliance with statutory duties including those under the 

Data Protection Act 1998. The Information Commissioner has given his full 

support to the WASPI, recognising that there are “real benefits to its adoption 

across Wales”. 
 

This fourth version has been developed by the WASPI Change Advisory Board, 

a cross-sector group of information governance experts, after review of the former 

framework and feedback from users. It aims to provide an improved, clearer and 

more streamlined approach that is easier to implement. 
 

Adoption of the WASPI as the single basis for sharing and for developing 

information sharing protocols where they are required is essential for building 

the common approaches and improvement across services that is needed to 

ensure practice is safe, legal and secures public confidence. 
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1.1 Introduction 
 
1.1.1 The Wales Accord on the Sharing of Personal Information (WASPI) is 

supported by the Welsh Government as the ‘single’ information sharing 

framework for Wales. 
 

1.1.2 The purpose of the framework is to enable service-providing organisations 

directly concerned with the safeguarding, welfare and protection of 

the wider public to share relevant, minimum and appropriate personal 

information between them in a lawful, safe and informed way. 
 

1.1.3 This framework applies to all public sector organisations, third sector 

organisations and those private organisations contracted to deliver 

relevant services to the public sector and who provide services involving 

the health, education, safety, crime prevention and social well-being of 

people in Wales. In particular, it concerns those organisations that hold 

information about individuals and who may consider it appropriate or 

necessary to share that information with others. 
 

1.1.4 Adoption of the framework across Wales will help ensure compliance with 

statutory and legislative requirements for disclosing person identifiable 

information including the Data Protection Act 1998, the Human Rights 

Act 1998 and with the common law duty of confidentiality. It also enables 

compliance with the Information Commissioner’s statutory Data Sharing 

Code of Practice. 
 

1.1.5 Its implementation adds significant value to the delivery of effective 

and efficient public services that meet the needs of those receiving them. 
 

1.1.6 The conditions, obligations and requirements set out in this Accord 

and supporting documentation will apply to all appropriate staff, 

agency workers, volunteers and others working on behalf of the partner 

organisations including agents and sub-contractors. 
 

1.1.7 This Accord will be reviewed bi-annually or as legislation dictates, by the 

WASPI Change Advisory Board (CAB). The CAB, consisting of appropriate 

stakeholder representation, has been set up to undertake reviews of future 

change  requirements to the framework. 



1.2 The Framework for Sharing Personal 

Information 
 

1.2.1 The Accord identifies the commitments required by each organisation 
4 to enable sharing of personal information. Sign up and ownership is 

at the highest level. 
 

It is a statement of the principles and assurances which govern the activity 

of information sharing. It ensures that the rights of all those who are 

involved in the process are protected. 
 

The Accord will be supported within organisations by Information Sharing 

Protocols (ISPs) and Data Disclosure Agreements (DDAs): 
 

ISPs focus on the purposes underlying the sharing of specific sets of 

information between multiple organisations on a two way basis. They are 

intended for operational use and document the processes for sharing 

regular information, the specific purposes served, the people they  

impact upon, the relevant legislative powers, what data is to be shared, 

the consent processes involved, any required operational procedures  

and the process for review. 
 

DDAs provide the same fundamental principles for partner organisations 

to adhere to but focus on one way regular transfers of information, 

generally between two organisations. 
 

1.2.2 A range of supporting documentation has been developed to assist 

organisations in implementing the framework and is available on the 

WASPI website   www.waspi.org 
 

Further assistance regarding the implementation of the WASPI framework 

can be sought from the WASPI Service Integration and Development Team. 
 
 

1.3 Information Excluded from the 

WASPI Framework 
 

1.3.1 Under the WASPI framework, there is no requirement to develop 

ISPs or DDAs to cover the exchange of information where it is 

considered to be either, of an ad-hoc nature or, on an infrequent basis. 

However, organisations must still consider the relevant compliance 

issues in line with the ICO’s Data Sharing Code of Practice. 
 

1.3.2 In addition there are two further broad categories of information relating 

to service users that organisations may share without the need for 

protocols or agreements. These are: 

http://www.waspi.org/


Aggregated (Statistical) Information 
 

Aggregated and management information is used to plan and monitor 

progress of the organisation in its delivery of services. This is generally 

outside the scope of the Data Protection Act 1998 on the basis that a living 

individual could not be identified from such data.  5 
 

Depersonalised and Anonymised Information 
 

Information that has had all personal information removed so as to render 

it anonymous and therefore outside the scope of the Data Protection 

Act 1998. 
 

1.3.3 Care must be taken, with all aggregated, depersonalised and anonymised 

information, to ensure that is not possible to identify individuals 

e.g. in areas of low population density/low occurrence, as this would 

still be personal information. 
 
 

1.4 Adoption of the Accord 
 
1.4.1 Formal adoption of this Accord is the responsibility of the 

Chief Executive or Chief Officer of either a statutory body, private or third 

sector organisation. 
 

1.4.2 Each signatory organisation agrees to support the adoption, 

dissemination, implementation, monitoring and review of this Accord 

and its requirements in accordance with its own internal and any other 

jointly agreed and authorised information governance standard and/or 

operational policies and procedures. 
 

1.4.3 To facilitate this, each organisation will identify a “Designated Person” 

who will have this responsibility. 
 

1.4.4 The Designated Person must satisfy themselves that, in adopting the 

agreed standards and good practice, their organisation will work towards 

the principles and assurances set out in this Accord. 
 

1.4.5 A ‘Self Assessment Checklist’ is available on the WASPI website to assist 

this process. This checklist may also be used as a review document. 
 

1.4.6 The ‘Declaration of Acceptance and Participation’ should be completed 

and signed by the Chief Executive or Chief Officer, to confirm adoption 

of the Accord. A copy of this declaration is available on the WASPI website 

and should be returned to the WASPI Service Integration and Development 

Team on completion. 
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2.1 Introduction 
 

2.1.1 This section outlines the principal commitments that each signatory 

organisation will make by adopting this Accord. When fully implemented 

these should ensure that the organisation’s treatment of service users’ 

information is compliant with current legislation and good practice. 
 
 

2.2 Service Users’ Rights 
 

2.2.1 Each organisation will comply with the rights of the service user in a fair 

and consistent manner and in accordance with any specific legislative 

requirements, regulations or guidance. Each organisation must ensure 

that they have appropriate policies and procedures in place to facilitate 

both the protection and the exercising of these and other rights. 
 

2.2.2 Each organisation must be clear and open with service users about how 

their information will be used. In general terms, a service user should 

be told the identity of the organisation collecting and recording the data, 

the reasons or purposes for doing so (including any statistical or analytical 

purposes), and any extra information that a service user needs in the 

circumstances to ensure that their information is being processed fairly. 

In the context of an ISP or DDA, this extra information is likely to include 

telling service users the names of any persons or organisations with whom 

their data may be shared. This is known as a ‘Fair Processing or Privacy 

Notice’ and complies with Principle 1 of the Data Protection Act 1998. 
 

2.2.3 Each organisation must also inform service users about their additional 

rights, in respect of legislation and how these may be exercised. This will 

include the provision of appropriate support in order that service users 

may best exercise those rights e.g. providing information in alternative 

formats or languages, providing support in the form of advocacy or 

assisting them to make a subject access request under Section 7 of the 

Data Protection Act 1998. 
 

2.2.4 Service users generally have the right to object, under Section 10 of the 

Data Protection Act 1998, to the use and disclosure of certain personal 

information and need to be made aware of this right by participating 

organisations. It should not be assumed that service users are content 

for their personal information to be used for purposes other than those 

directly associated with their receipt of services from the organisation 

to which they provided their information. 



2.2.5 All service users have the right to expect that information disclosed by 

them or by other parties about them to an organisation will be protected, 

managed and processed with the appropriate degree of privacy and 

confidence. However, service users’ rights to prevent disclosure of their 

personal information may be overridden in certain circumstances in 

accordance with legislation and common law.  7 
 
 

2.3 Consent 
 
2.3.1 All service users must be informed as to the circumstances in which their 

consent will be required before their personal information may be shared. 

The details provided must include what personal information is recorded 

and why, what future use will be made of it and the length of time it is 

likely to be retained. The service users should also have explained to 

them the possible consequences of refusing or withdrawing consent and 

the exceptional circumstances in which a decision may be taken to share 

without consent. 
 

2.3.2 Service users will be informed that they are entitled to limit the disclosure 

of their information in accordance with their preferences, except where 

exceptional circumstances apply. 
 

2.3.3 Service users have the right to object to information they provide 

in confidence being disclosed to others in a form that identifies them, 

even where the latter are providing essential care or services. 
 

2.3.4 Information may only be shared without consent in circumstances where 

it is justified and compatible with the requirements of current legislation, 

common law and any current guidance. 
 

2.3.5 Reasons that lead to a decision to proceed with a disclosure without 

consent  must be fully documented and be filed in the service user’s 

record. Wherever practical and possible participating organisations must 

inform the service user of the decision and the reasons for it and indicate 

the legal basis on which the disclosure is permitted or required. 
 

2.3.6 Each participating organisation will have in place and apply an appropriate 

decision making process which is compliant with the Mental Capacity 

Act 2005 (MCA). 
 

2.3.7 Following the commencement of the MCA, if by reason of mental 

incapacity a service user aged 16 or over is found to be unable to consent 

to a specific disclosure/sharing of information, any decision to share 

personal information about them without consent can only be made 

if it is in that service user’s best interests. 
 

The determination of a person’s best interests must be carried out as per 

Section 4 of the MCA 2005 and Chapter 5 of the MCA Guidance which 

also sets out who can be the relevant ‘decision-maker’. 



The person reaching a decision as to the best interests of the service user 

will take into account the: 

• service user’s previous expressed wishes, including any recorded 

in a valid Advance Directive; 

8 • views of any legal guardian or a person holding valid Lasting Power 
of Attorney; 

• views of carer or other person close to the service user, 

including paid carers; 

• views of the lead NHS health professional or the lead Local Authority 

professional who has a duty of confidentiality equal to a health 

professional, usually the key worker. 
 

2.3.8 Each organisation will have in place arrangements to engage an 

Independent Mental Capacity Advocate (IMCA) and/or the Court of 

Protection in decision-making where there is conflict over the sharing of 

personal information to support the provision of care, support or services. 
 

2.3.9 Normally personal information about children under 16 will not be shared 

without the consent of the child himself or herself or a person with 

parental responsibility. 
 

2.3.10 Individual ISPs and DDAs will provide the conditions which must be 

met before information can be shared and the circumstances in which 

information can be shared without consent. 
 
 

2.4 Designated Person 
 

2.4.1 When signing up to the Accord each organisation must identify 

a “Designated Person” who will have responsibility for implementing 

and monitoring the organisations commitments. This will include 

supporting the adoption and dissemination of the WASPI framework 

within the organisation. 
 

2.4.2 The Designated Person will be responsible for regularly monitoring 

and reviewing compliance of the Accord within their organisation and 

dealing with any concerns or complaints received. They will be expected 

to oversee issues of non-compliance internally or those identified within 

partner organisations. 
 

2.4.3 The Designated Person will usually be the person with overall responsibility 

for personal information within the organisation, for example; the Senior 

Information Risk Officer (SIRO) or Caldicott Guardian. 
 

2.4.4 The Designated Person may delegate day to day responsibility to 

individuals with operational responsibility for Information Governance 

and Data Protection. 



2.5 Staff and Others with Access to Information 
 

2.5.1 Each organisation must have in place internal operational policies 

and procedures that will facilitate the effective processing of personal 

information which is relevant to the needs of the organisation,  9 
its managers, practitioners and service users. 

 

2.5.2 Staff contracts must contain appropriate confidentiality clauses that detail 

possible consequences of unauthorised or inappropriate disclosure of 

service user information. 
 

2.5.3 Each organisation must ensure that relevant staff have the necessary level 

of security clearance. 
 

2.5.4 Each organisation must ensure that all relevant staff receive training, 

advice and ongoing support in order to be made aware, and 

understand the implications, of: 

• this Accord and any associated documentation. This should include any 

associated procedural requirements arising from their implementation; 

• the law which applies generally and in relation to the 

performance of the specific statutory powers and functions of 

the participating organisation concerned; 

• Codes of Practice and any other associated legislation, 

regulations and guidance. 
 

2.5.5 Each organisation must have in place disciplinary procedures which 

will be invoked if a member of staff is found to have breached the 

confidentiality of a service user or to have shared information in a manner 

in contravention of this Accord. 
 

2.5.6 Where a partner organisation relies on a third party to process personal 

information the organisation must have in place appropriate contractual 

data processing and confidentiality agreements. 
 
 

2.6 Data Protection Act Notification 
 
2.6.1 Under the Data Protection Act 1998 every organisation that processes 

personal information must have an appropriate entry (Notification) 

in the “Register of Data Controllers” managed by the Information 

Commissioner’s Office, unless they are exempt. It is the responsibility 

of each organisation to ensure that its entry is kept accurate and up-to-date, 

failure to notify is a criminal offence. 



2.7 Subject Access Requests 
 

2.7.1 A service user making a valid request under section 7 of the Data 

Protection Act 1998 for access to their personal information, will be fully 

10 informed in accordance with the Act, regarding the information that is held 
about them by a partner organisation, subject to any relevant statutory 

exemption(s). 
 

2.7.2 Personal information which has been provided by another partner 

organisation under the functions of an ISP or DDA will not generally 

be disclosed to the service user, without prior consultation with the 

provider organisation. Each partner organisation must do this within 

the statutory timeframes. 
 

2.7.3 Each organisation must have in place policies and procedures that will 

facilitate the effective processing of Subject Access requests. 
 
 

2.8 Freedom of Information 
 

2.8.1 Participant public organisations will reference this Accord and other 

framework documentation on its Freedom of Information Act Publication 

Scheme so that it is proactively published in accordance with the terms 

of the Freedom of Information Act 2000. 
 

2.8.2 Where partner organisations are not bound by this legislation 

consideration should still be given to referencing this information on their 

website where available. 
 

2.8.3 Each appropriate organisation must have in place policies and procedures 

that will facilitate the effective processing of requests received under the 

Freedom of Information Act. 
 
 

2.9 Records Management 
 

2.9.1 Inaccurate, incomplete or out-of-date information can have a detrimental 

effect on service users, therefore each organisation is responsible for 

the quality and accuracy of the personal information it processes. 
 

2.9.2 If it is discovered that information held is inaccurate, partner organisations 

must ensure that their records/case management systems are corrected 

or updated accordingly. The organisation will take reasonable steps to 

advise any other party known to have received or to be holding that 

information about any change which it is necessary to make. 
 

2.9.3 All participating organisations will have policies and procedures in place 

which will make clear their approach to retention, storage and disposal 

of records. 



2.10 Information Security 
 

2.10.1 Each organisation must have in place a level of security commensurate 

with the sensitivity and classification of the information to be stored 

and shared.  11 

2.10.2 Each organisation must ensure that mechanisms are in place to 

address the issues of physical security, security awareness and training, 

security management, systems development, role based security/practitioner 

access levels, receiving and transfer of data and system specific 

security policies. 
 

2.10.3 Each organisation must consider the impact on individuals’ privacy 

before developing any new IT system or changing the way they 

handle personal information. 
 

2.10.4 It is accepted that each organisation will vary in size and complexity and 

this will be reflected in any processes and levels of security put into place. 
 
 

2.11 Professional Ethics and Codes of Conduct 
 
2.11.1 Partner organisations will recognise that individual professionals are 

accountable to their professional regulatory body in complying with 

their respective codes of conduct. Each organisation will take into 

account these requirements before reaching any decision to share 

information accordingly. 
 
 

2.12 Instances of non-compliance 

(Internal organisation) 
 
2.12.1 Instances of non-compliance with this framework and associated 

procedures will be logged and reported to the Designated Person. 

Each incident will be dealt with promptly in accordance with the 

organisation’s own relevant policies and procedures. 
 

2.12.2 In addition, where non-compliance is likely to amount to professional 

misconduct as defined by an appropriate regulatory body; then it is 

expected that it will be reported to that regulatory body by the Designated 

Person of the partner organisation concerned. 



2.13 Instances of non-compliance 

(Partner organisation) 
 

2.13.1 Instances of non-compliance with this framework and associated 
12 procedures by a partner organisation will be reported to each of the 

organisation’s Designated Person. Each incident will be dealt with 

promptly in accordance with each partner organisation’s agreed policies 

and procedures. 
 

2.13.2 Where appropriate, a meeting of each partner organisation’s 

Designated Person may be established to investigate such incidents 

and agree  outcomes. 
 
 

2.14 Concerns and Complaints 
 

2.14.1 Any concerns or complaints received relating to the processing/sharing 

of personal information will be dealt with promptly and in accordance 

with the internal complaints procedures of that partner organisation 

and, where appropriate, may be raised with other partner organisation’s 

Designated Person. 
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Term Definition 
 
Consent An informed indication by which the service user 

signifies agreement and understanding of how personal 

information relating to them is processed. 
 

Personal information Information which relates to an individual, including their 

image or voice, which enables them to be uniquely 

identified from that information on its own or from that 

and/or other information available to that organisation. 
 

It includes personal data within the meaning of Section 1 

of the Data Protection Act and also includes information 

relating to the deceased. 
 

Service user An inclusive term to describe those people who have 

contact with service providing organisations within Wales 

and have information recorded about them. For example: 

individual organisations may refer to these people as data 

subjects, patients, clients etc. 
 

Practitioner An inclusive term to describe any staff working for the 

partner organisations involved in the care of or provision 

of services for the service user. For example: police 

officer, health professional, social worker, volunteer etc. 
 

Data Controller Usually an organisation, but can also be individuals, 

who determine the purposes for which and the manner 

in which any personal information is, or will be, processed. 
 

Data Controllers must ensure that any processing 

of personal information for which they are responsible 

for complies with the Data Protection Act 1998. 
 

Data Processors An organisation that processes personal data under 

contract to, and according to instructions from the data 

controller organisation. Data Processors do not have an 

interest in the data beyond what is required to fulfil the 

contract. They are not permitted to use the data for their 

own ends. 



Third sector A term used to describe the range of organisations that 

are neither public nor private sector. It includes voluntary 

and community organisations, registered charities and 

other organisations such as associations, self-help groups, 

community groups, social enterprises, mutuals and 
14 co-operatives. 


