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Section 1 –  Guidance for ISP 
development using 
the WASPI framework

1 Introduction
1.1 This guidance has been prepared to support the development of Information 

Sharing Protocols (ISPs) within the Wales Accord on the Sharing Personal 
of Information (WASPI) framework. This document should be read 
in conjunction with the Accord and reference must be made to the 
ISP templates. 

1.2 ISPs provide the second element of the WASPI framework and support the 
principles contained within the Accord. They provide greater levels of detail, 
focusing on the practical sharing processes for specific purposes between 
partner organisations.

1.3 Partner organisations can be included in several ISPs; however each specific 
ISP has a specific context and objective defined. Not all organisations signed 
up to WASPI will share information under every ISP.

1.4 It is intended that ISPs are to be developed by managers and practitioners, 
working together from the relevant partner organisations. It is not 
recommended for ISPs to be created alone but accomplished with 
stakeholders who are a fair representation of the partner organisations.

1.5 The ISP addresses the ‘who/why/where/when/what/how’ questions of 
personal information sharing. It defines the processes by which information 
may be exchanged, monitored and managed.

2 Preparation required before developing 
an ISP 

2.1 The first consideration to make when contemplating the development 
of an ISP is to determine whether one is required or not. ISPs are about 
sharing personal information for particular functions or services; they are 
not intended to support general “partnership-working” where summary or 
aggregated information is used for strategic purposes or where there is a 
contractual requirement. 

2.2 Generally, if there is a group of organisations sharing personal information 
on a large scale or on a regular basis for the benefit of service users, 
then an ISP is likely to be required. Further guidance is contained within 
the Information Commissioner’s Data sharing code of practice however, 
each organisation, as Data Controllers, must make the final decision on 
whether an ISP is required or not. 
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2.3 Once it has been ascertained that an ISP is likely to be required, 
consideration is to be given to the identification of the information sharing 
partner organisations. Once these organisations have been identified, it is 
recommended that they are invited to attend an initial meeting to discuss 
the possible development of an ISP. Generally, these invites would be 
addressed to individuals who represent the people on the ground involved 
in the sharing of personal information and who have a sound and proven 
knowledge of the appropriate work area. This group of representatives will 
generally become the basis for membership of the ISP Development Task 
and Finish Group.

3 ISP Co-ordinator
3.1 Generally, it is intended that one single organisation co-ordinates 

the development of the ISP. This partner organisation is to identify an  
ISP Co-ordinator to manage the development process, including setting up 
the Task and Finish group meetings and taking notes. This person is likely to 
be an officer from within the service provision department although it could 
also be an officer within one of the organisations’ Information Governance/
Data Protection departments.

3.2 Only one ISP Co-ordinator is generally required for each development 
however, where a large number of organisations are involved, it may be 
that more than one person assists with the work. At the end of the process, 
the ISP Co-ordinator will be responsible for ensuring that each organisation 
has approved the document by collecting copies of the ISP Declaration of 
Approval and forwarding them, together with the ISP, to the WASPI Service 
Integration and Development Team.

4 ISP Facilitator
4.1 An ISP Facilitator’s role is to provide advice and guidance regarding the 

development of the ISP, including Information Governance advice regarding 
specific legislation which can be relied upon to enable lawful information 
sharing. This person is likely to be an officer from the Information 
Governance/Data Protection department. 

4.2 There are WASPI approved ISP Facilitators available across Wales, who 
have been appropriately trained in the development of ISPs within the 
WASPI framework. Their contact details are available on the WASPI website, 
under the ‘Resources’ tab. 

4.3 It is strongly recommended that an ISP should not be developed without 
the input of at least one approved ISP Facilitator; they are to be involved 
throughout the ISP development process, from the first workshop to the 
final approval.
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5 ISP templates
5.1 The WASPI framework includes standard ISP templates which organisations 

are recommended to use as the basis for all ISP developments. Each of the 
templates, once populated will detail:
•	 the	scope	and	particular	purpose	for	the	sharing	of	personal	information;
•	 the	partner	organisations	involved;
•	 the	lawful	justifications;
•	 the	information	to	be	shared;
•	 how	service	users	are	informed	of	the	sharing;
•	 the	requirements	of	service	user’s	consent	(where	appropriate);	and
•	 the	agreed	secure	information	transfer	methods	and	controls	to	be	used.	

5.2 There are two ISP templates available; one that relies on explicit consent as 
the legal basis for the sharing and the other which relies upon other legal 
powers where it is not possible to gain explicit consent. Both templates are 
available on the WASPI website under the ‘Documentation’ tab.

5.3 The templates have been written to ensure that all relevant areas of the ISP 
are addressed, and that they comply with legal advice and the Information 
Commissioner’s Data sharing code of practice. 

5.4 Both templates have already been pre-populated with standard text and 
clearly indicate where the required additional information is to be populated. 
It is recommended that the set headings and standard text should not 
be removed however further wording may be inserted if considered 
appropriate. The ISP templates should be populated in conjunction with 
this guidance document.

5.5 If any partner organisation has any questions regarding which ISP template 
to use and/or the set headings and text, they are to discuss their concerns 
with the ISP Facilitator, their respective Information Governance Manager 
or Data Protection Officer or the WASPI team.

6 ISP development process
6.1 See diagram [a], following this section, for a summary of the ISP 

development process.

6.2 To begin the process it is recommended that an ISP Development Task and 
Finish Group be established consisting of representatives from each of the 
identified partner organisations. 

6.3 At the first meeting, if required, the ISP Facilitator will provide details of the 
purpose and background of the WASPI framework. 

6.4 Representatives will agree the purpose and objectives of the ISP and will 
produce a flow diagram detailing the information exchanges. This flow 
diagram may be included as an appendix. 
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6.5 Each representative must confirm if their organisation has signed up to the 
Accord. A current list of all organisations who have signed the Accord are 
available on the WASPI website under the ‘Participating organisations’ tab.

6.6 Any partner organisation who has not signed the Accord, must arrange to 
do so. The ISP Facilitator can guide organisations through this process. 
A copy of the Accord, the Self Assessment Checklist and the Declaration of 
Acceptance and Participation is available on the WASPI website under the 
‘Documentation’ tab.

6.7 The ISP Co-ordinator should arrange a series of further task and finish group 
meetings to continue the development of the ISP. Every effort should be 
made by the representatives of each organisation to attend these meetings 
to ensure that all areas of the personal information sharing process 
are considered.

6.8 Once all the required information is collected from each of the 
representatives, there may no longer be a need for them to attend each 
of the subsequent meetings. The ISP Facilitator will be able to advise 
on attendance.

6.9 Timescales for these meetings can be adaptable and are not set in stone. 
However, it will depend on the complexity of the ISP and the number of 
the organisations involved. Generally, the development of an ISP can be 
undertaken within a maximum of 6 meetings, preferably held over a 4 to 
6 week period. 

6.10 The ISP Facilitator will advise on which ISP template is to be used and 
will guide the group through populating the template making reference 
to Section 2 or 3 of this document. It may be appropriate for some areas 
of the ISP template to be populated prior to the meeting however, the ISP 
Facilitator should liaise with the ISP Co-ordinator to decide whether this is 
appropriate or not.

6.11 Once it has been agreed, the next stage is the population of the ISP 
template. It should be decided at this point who will be responsible for 
populating the ISP template.

6.12 Partner organisation may find it useful at this point to produce a flow 
diagram of the information exchanges. This will help create an overall 
picture of the process.

6.13 It is recommended that the Information Reference Table is populated 
prior to the template ISP as this will identify the ‘who, why, where, when, 
what and how’ of the information sharing. 

6.14 Any existing information sharing documents, forms or guidance, 
including local policies and procedures currently used by partner 
organisations, should be considered for inclusion or reference in the ISP. 
If any such documents are agreed for inclusion, they should be checked 
for suitability by the ISP Facilitator and referenced appropriately.
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6.15 Consideration should also be given at this point to the relevant professional 
codes of practice and any other appropriate guidelines relevant to each field 
of work. 

6.16 There may be occasions where accountability and financial indemnities 
may be requested from signatory organisations as a condition of sharing 
personal information. The indemnity does NOT form part of the ISP and 
formal negotiations around the relevant indemnities are the responsibility 
of the partner organisations separately to the ISP development. 

6.17 Where partner organisations agree to the inclusion of an indemnity as a 
condition of sharing then wording for a suggested indemnity is available 
on the WASPI website under the ‘Resources’ tab however, it is NOT the 
responsibility of the ISP Co-ordinator or ISP Facilitator to manage the 
indemnity process and therefore each partner organisation must identify 
a separate responsible manager to undertake this.

6.18 Once population of the template is complete, the requirements of the 
Accord must be revisited to confirm all conditions, obligations and 
requirements set out in the Accord, have been achieved.

6.19 A final cross check of the ISP Development Checklist; available on the 
website under the ‘Documentation’ tab, should be undertaken to double 
check that all the required steps within the ISP development process have 
been addressed.

6.20 Once the ISP has been finalised and agreed by the ISP Development Task 
and Finish Group, each representative should ensure that their Information 
Governance Manager/Data Protection Officer (or equivalent) has sight of the 
ISP. If there are any concerns regarding the agreed content they must be 
referred to the ISP Facilitator who may make any necessary changes. 

6.21 Once the respective Information Governance Managers/Data Protection 
Officers (or equivalent) have been consulted, the ISP Co-ordinator will 
forward the final version of the ISP to the WASPI team for final quality 
assurance. Where appropriate, approved ISPs will be published on the 
WASPI website for information and possible adaptation by other localities.

6.22 After this process is complete, the ISP Co-ordinator will circulate the 
final version of the ISP, together with the ISP Declaration of Approval; 
available on the WASPI website under the ‘Documentation’ tab, to the 
identified ISP Development Task and Finish Group representatives, 
from each partner organisation. 

6.23 This representative will be responsible, in conjunction with the identified 
Responsible Manager, for ensuring that the ISP and the Declaration of 
Approval is taken through the appropriate channels within their organisation 
for sign off and implementation. A copy of the signed declaration must be 
sent to the ISP Co-ordinator for confirmation of approval.
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6.24 The ISP Co-ordinator must forward copies of the signed declarations to the 
WASPI Support to confirm each partner organisations’ sign off. 

6.25 It is recommended, that partner organisations publish a link to the 
Accord on their websites, with confirmation that the organisation 
has signed up to it, together with any approved ISPs. Where a 
partner organisation is part of the public sector, then arrangements 
should be made for this information to be also included within their 
Publication Scheme.

6.26 Once the development process is complete, it is recommended that the 
group discuss any training requirements for staff who will be using the 
ISP and how this will be achieved. This training can be carried out on an 
individual organisational basis or undertaken jointly.
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Section 2 –  Guidance for populating the 

‘Consent’ ISP template

7 Introduction
7.1. The ISP Facilitator will ensure all areas of this guidance and the ISP template 

are read and understood by the ISP Development Task and Finish Group.

7.2. The following section provides guidance in populating the template ISP 
where consent is to be sought.

7.3. The ISP template has been pre-populated with standard text. It is 
recommended that the standard text should not be removed however 
additional text can be added where necessary.

7.4. Where the guidance relates to a specific place in a section of the ISP 
template the specific number is clearly stated and marked in bold type.

7.5. Parts of the ISP template that need to be populated are clearly indicated 
by highlighted instructions. Once populated this highlighting should be 
removed. This guidance provides assistance in populating the additional 
information required.

7.6. Where examples are provided in the following guidance they are offered 
merely as an aid to understanding. The examples are not intended as 
suggested wording for the ISP being developed.

7.7. Approved ISPs will normally be made available on the WASPI website; 
these can be used for reference when developing new ISPs.

8 Introduction to this ISP  
(Template section 1)

8.1 This section has been pre-populated with standard text; however the 
following details are required to be inserted, to expand on the scope and 
purpose of the specific ISP.

8.2 In 1.2 state the name of the particular function or service to which the ISP 
specifically relates, for example: The Flying Start Programme.

8.3 In 1.3 explain what the function or service (named in 1.2) is and what it 
seeks to achieve. Also, explain the purpose of the information sharing, 
including what it is for and why it is necessary. These explanations should 
be written in such a way as to allow someone with no knowledge of the 
function or service, to understand what it is about and why it is necessary 
to share the information.
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8.4 In 1.4 briefly describe, in a generic way, the types of organisations that will 
be involved in the information sharing, for example: police, local authorities, 
health boards, care homes, schools, and third sector organisations. It is 
not necessary to list the specific partner organisations here as this will be 
done in 2.1.

8.5 In 1.6 list partner organisations’ operating procedures or processes that 
must be followed or referred to in relation to the ISP.

9 The information sharing partner organisations  
(Template section 2)

9.1 Each organisation agreeing an ISP for the given purpose of sharing specific 
sets of personal information becomes an information sharing partner. 

9.2 Partner organisations to an ISP can include public or third sector 
organisations. Private organisations contracted by either sector to provide 
a relevant service, may also be involved in the information sharing process. 

9.3 An ISP may include a small number of partner organisations concerned 
in a narrowly focussed aspect for the delivery of the function or service, 
or it may involve a broader group of organisations committed to a 
common purpose.

9.4 It is recommended that each partner organisation appoints a Responsible 
Manager who has sufficient senior authority within their service area. 
They will have overall responsibility for the ISP(s) within their area of 
their organisation. Ensuring that the ISP is implemented, disseminated, 
understood and acted upon by relevant practitioners.

9.5 In 2.1 list the organisations that are involved in the sharing of personal 
information together with the role of their Responsible Manager.

9.6 Partner organisations may choose to include within an appendix to the ISP, a 
list of “Key Contacts” who will be able to advise on any information sharing 
queries. These contacts are likely to be Information Governance Managers/
Data Protection Officers (or equivalent) from each of the respective 
organisations. 

10 Benefits of sharing  
(Template section 3)

10.1 In 3.1 provide details of what benefits are envisaged from the information 
sharing. All benefits should be considered. For example, they could relate 
but not limited to: safety; security; finance and costs; efficiency and 
effectiveness; accessibility and responsiveness, governance, and trust and 
confidence. The benefits could be for service users, organisations and the 
wider public.
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11 Legislative/Statutory powers  
(Template section 4)

11.1 In order for personal information to be processed lawfully, partner 
organisations must comply with all relevant rules of law whether derived 
from statute or common law. 

11.2 Any organisation that processes personal information must comply with 
the Data Protection Act 1998 (DPA). The DPA establishes a framework 
of rights and duties which are designed to safeguard personal data. 
It balances the legitimate needs of organisations to collect and use 
personal data for business and other purposes, against the right of 
individuals to have the privacy of their personal details respected. 
When sharing personal information practitioners will ensure compliance 
with the 8 principles of the DPA.

11.3 The first DPA principle states that any processing must be fair and lawful. 
The following outlines what should be considered in order to comply with 
each of these concepts in turn. 

11.4 In order for processing to be described as “fair”, partner organisations must 
be transparent with service users in telling them as much as possible about 
how their personal data will be handled. This is covered in section 7 of the 
template ISP.

11.5 To be described as “lawful”, there are three main areas of consideration. 
The first of these differs depending on the type of organisation, and is a 
consideration of whether partner organisations have the legal power or 
ability to the share information. The second area concerns compliance 
with the requirements of the DPA and in particular the identification of the 
relevant DPA Schedule 2 and 3 conditions for processing, see Appendix B. 
The third area relates to ensuring compliance with other relevant rules 
of law, for example, the Human Rights Act 1998 or common law of 
confidentiality.

11.6 The legal powers to share are likely to depend on the nature of the 
information in question, and the nature of the organisation(s) subject to 
the ISP. A partner organisation’s legal status also affects its ability to share 
information – in particular it depends on whether they are a public sector 
body or a private/third sector one.

11.7 Most public sector organisations derive their powers entirely from 
statute – either the Act of Parliament which set them up, or from other 
legislation regulating their activities. A public sector partner organisation, 
in deciding whether a data sharing initiative can proceed, should identify 
the legislation that is relevant to the organisation. The legislation can confer 
powers to share information through express obligations, for example, 
obliging an authority to share information with another, express powers, 
often permitting disclosure for certain purposes, and/or implied powers. 
Some examples of implied powers are provided below.
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 Section 47 of the NHS and Community Care Act 1990 provides for social 
services authorities to involve staff of health and housing agencies in order 
to prepare comprehensive assessments of need. It can be implied from 
this duty that there is a power to share information with health bodies or 
housing authorities.

 Local authorities have powers under section 2 of the Local Government 
Act 2000 to promote or improve the social wellbeing of their area. 
This provides an implied power to share information with other statutory 
services and the independent sector.

 Section 22 of the National Health Service Act 1977 provides for a general 
duty on NHS bodies and local authorities to cooperate with one another in 
order to secure and advance the health and welfare of the people of England 
and Wales. This general duty implies a power to share information between 
NHS bodies and local authorities.

 Paragraph 16 of Schedule 2 to the NHS and Community Care Act 1990 
provides that NHS Trusts have general powers to do anything which is 
necessary or expedient for the purposes of or in connection with the 
provision of goods and services for the health service and similarly will 
give rise to an implied power to share information.

 Section 115 of the Crime and Disorder Act 1998 permits the disclosure 
of personal information that may otherwise be prohibited to support local 
crime and disorder strategies in accordance with the objectives specifically 
outlined within it. There is not a compulsion to disclose and organisations 
must make their own decisions; however, the requirements of the common 
law duty of confidence and the Data Protection Act 1998 must still be met. 
Therefore, information given in confidence must not be disclosed unless 
there is a clear overriding public interest to do so.

11.8 The legal framework that applies to private and third sector organisations 
differs from that which applies to public sector organisations, who may only 
act within their statutory powers. However, all bodies must comply fully 
with the principles of the DPA. Most private and third sector organisations 
have a general ability to share information provided this does not breach 
the DPA or other law. These organisations should have regard for their own 
constitutional documents, and any industry-specific regulations or guidance 
about handling service users’ information as this may affect their ability 
to share.

11.9 Partner organisations should give consideration to the lawfulness of the data 
sharing initiative that they wish to initiate. Details of any legislation providing 
implied or express powers for a public body partner organisation to share 
information, or any relevant legislation for private and third sector partner 
organisations should be detailed in paragraph 4.4 of the ISP template.
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11.10 Other relevant legislative considerations can include statutory instruments 
separate from the DPA, and also exemptions under the DPA allowing 
disclosure of personal information when it would normally not be permitted 
to be disclosed. Paragraph 4.4 of the ISP and can also be used to detail any 
such legislative considerations. Some examples are provided below.

 Section 29 of the DPA permits use or disclosures of personal data for 
the purpose of the prevention or detection of crime or the prosecution or 
apprehension of offenders, even though the data subject has not been 
informed of those uses or disclosures, if to inform the data subject might 
prejudice that purpose. Disclosure needs to be determined by the individual 
circumstances of each case. The outcome to be achieved must be weighed 
against the provision of confidentiality.

 The Data Protection (Processing of Sensitive Personal Data) Order 2000 
amends the DPA and provides that sensitive personal data (for example, 
mental or physical health) may be lawfully processed without explicit 
consent where there is substantial public interest in disclosing the data 
for a number of different purposes, including the prevention and detection 
of crime, for example.

11.11 The second part of the lawfulness consideration is about compliance 
with the requirements of the DPA, in particular which of the Schedule 2 
and Schedule 3 conditions for processing have been identified as 
relevant, see Appendix B. Consent is one of the conditions listed at 
Schedule 2 of the DPA, and explicit consent is one of the Schedule 
3 conditions. Therefore, for the purposes of the consent-based ISP, 
the relevant conditions have been identified, and do not require any 
further consideration.

11.12 The third part of the lawfulness consideration concerns compliance 
with other relevant legislation. For example, partner organisations must 
comply with the Human Rights Act 1998, in particular the right to respect 
an individual’s private and family life, and with the common law of 
confidentiality. Depending on the circumstances, other legislation may also 
be relevant, for example, the Copyright, Designs and Patent Act 1988.

11.13 Partner organisations should also take into account any relevant professional 
guidance, for example, the Codes of Practice for Social Care Workers, 
or The Code: Standards of Conduct, Performance and Ethics for Nurses 
and Midwives. 

11.14 In some cases an organisation may be expressly prohibited from sharing the 
information they hold. These partner organisations must be clear about the 
nature of any such prohibition. If necessary, they should consider obtaining 
legal advice.



15

12 Details of personal information being shared 
(Template section 5)

12.1 Once the purpose(s) for the particular ISP are clearly defined, partner 
organisations can make an informed decision about what level of personal 
information is required to carry out the purpose.

12.2 Partner organisations must be able to justify the sharing of each 
item of information as being necessary to achieve the purpose(s). 
Therefore, information which is not necessary must not be shared.

12.3 It is good practice for partner organisations to check the quality of the 
information before it is shared, otherwise inaccuracies and other issues 
may spread across the information systems of such organisations.

12.4 Partner organisations will be required to make regular checks to ensure that 
all the information being shared continues to be necessary for achieving the 
purpose(s), see section 23 of this guidance for further details.

12.5 In 5.1 provide a summary of the types of information that is to be 
shared. The summary should provide a generic description of the type of 
information. It is not necessary to detail each specific item here, as this will 
be documented in the Information Reference Table within Appendix B. 

12.6 In 5.2 describe how the personal information outlined in 5.1 is to be used.

13 Identifying the service user  
(Template section 6)

13.1 When sharing information, it is important to ensure that the partner 
organisations are certain that they are referring to the same service user. 
It is necessary, therefore, to agree which personal identifiers are required 
to do this effectively.

13.2 In 6.1 record only the personal identifiers necessary to allow partner 
organisations to identify who is being referred to.

14 Informing the service user  
(Template section 7)

14.1 Processing personal information is required above all else to be fair. 
“Processing” broadly means collecting, using, disclosing, retaining or 
disposing of personal information. If any aspects of processing are found 
to be unfair, then the DPA is likely to be breached.
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14.2 Fairness generally means being open and transparent with the service user 
about how their information is to be used. Therefore, service users must be 
informed of why their information needs to be shared, what will be shared, 
who it will be shared between, what purposes it will be used for and the 
implications of sharing that information, they should also be informed of the 
identity and contact details of the Data Controller.

14.3 Partner organisations can provide fair processing information in various 
formats. Such information provided to the service user is often known as 
a Fair Processing Notice or a Privacy Notice.

14.4 In this notice a service user should also be advised of their rights in respect 
of their information, for example:
•	 the	right	to	withhold	their	consent;
•	 the	right	to	place	restrictions	on	the	use	of	their	information;
•	 the	right	to	withdraw	their	consent	at	any	time.

14.5 Fair processing information should be communicated in a way that it can 
be easily understood and written notices should be made readily available. 
They should normally be provided when personal information about the 
service user is first obtained.

14.6 It may be useful to adopt a “layered” approach to providing fair processing 
information. This involves having a relatively simple explanation backed 
up by a more detailed version for service users who want a more 
comprehensive explanation. For example, brief reference can be made in 
referral letters and backed up by an information leaflet providing more detail.

14.7 Where an ISP involves the sharing of confidential or particularly sensitive 
personal information, partner organisations should actively communicate 
their fair processing information.

14.8 Section 7 of the template has been pre-populated; however further details 
regarding the agreed fair processing format, are to be inserted in 7.3 as 
appropriate. For example:
•	 verbally;
•	 referral	letter;
•	 information	leaflet;
•	 poster;
•	 websites.

14.9 An ISP can change over time, for example, where a public sector partner 
organisation is placed under a new statutory duty to share information; 
therefore the fair processing information must be reviewed to ensure that 
it still provides an accurate description of the information sharing being 
carried out.
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14.10 The Information Commissioner’s Office has produced a Privacy notices code 
of practice, which can be found at: 

 http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/
privacy_notices.aspx

14.11 Further guidance and information can be sought from the ISP Facilitator, 
respective Information Governance Managers or Data Protection Officers 
or the WASPI Team.

15 Obtaining consent  
(Template section 8)

15.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

16 Obtaining consent where a service user 
lacks mental capacity  
(Template section 9)

16.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

17 Recording consent  
(Template section 10) 

17.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

18 Refused and withdrawn consent  
(Template section 11)

18.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

19 Information security  
(Template section 12)

19.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/privacy_notices.aspx
http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/privacy_notices.aspx
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20 Records management  
(Template section 13)

20.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

21 Data Protection Act and Freedom of 
Information Act requests  
(Template section 14)

21.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

22 Complaints  
(Template section 15)

22.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

23 Review of this ISP  
(Template section 16)

23.1 Reviews of the ISP should be undertaken at least every three years as a 
minimum. However, it is recommended that new ISPs are reviewed initially 
one year after implementation.

23.2 Partner organisations must agree the occurrence of these reviews and 
provide that detail in 16.1 of the ISP.

23.3 Where the service or purpose(s) change prior to the review date the ISP 
must be reviewed at the time of the change.

23.4 Following any security breach, consideration is to be given as to whether 
a review of the ISP should be undertaken prior to the review date.

23.5 During the review process, particular attention should be given to whether:
•	 the	sharing	of	information	meets	the	purposes	outlined	in	the	ISP;
•	 the	fair	processing	information	still	provides	an	accurate	explanation	

of the information sharing process;
•	 the	retention	periods	of	partner	organisations	are	being	adhered	to	and	

continue to reflect business need;
•	 information	security	remains	adequate	and	if	not	whether	any	security	

breaches have been investigated and acted upon;
•	 service	users	are	being	given	access	to	all	the	information	they	are	

entitled to, and that they are finding it easy to exercise their rights;
•	 partner	organisations	are	meeting	agreed	information	quality	standards.
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23.6 It is good practice to check from time to time whether information being 
shared is of good quality. For example, a sample of records could be 
checked to ensure the information contained in them is kept up to date. 
This could be done by checking the information with the service user. 
Although this may only reveal deficiencies in a particular record, it could 
indicate wider systemic failure which can then be addressed.

24 Template Appendix A – Glossary of terms
24.1 Suggested text has been included within the glossary but can be added 

to as appropriate. 

25 Template Appendix B –  
Information reference table

25.1 This section provides further guidance on populating the table.

25.2 A blank information reference table has been created to record further 
details of the information sharing process specifically regarding the agreed 
methods and controls. 

25.3 For ease of reference an alternative spreadsheet version of the information 
reference table is available on the WASPI website under the ‘Documentation’ 
tab for ISPs which contain a large amount of information.

25.4 Row 1 requires a description of the process or stage to which the 
information exchange relates. Each process or stage of the sharing should 
be recorded in a separate column as appropriate. 

25.5 Row 2 requires a detailed list of all the personal information to 
be exchanged, within each column, for each process or stage. 
Representatives will be required to justify why this level of personal 
information is to be shared; remembering that, just because it has always 
been shared that way or that it may be useful one day, is not a justifiable 
reason. Representatives must also be made aware that the finished list will 
document what information may be shared on a minimum and relevant and, 
case by case basis.

25.6 Row 3 requires details of when and how consent will be sought and 
recorded.

25.7 Row 4 requires details of the provider and recipient partner organisations 
together with the role of the staff responsible for sharing the information 
within each organisation. It is recommended that each partner organisation 
is given a number reference, with each role of staff given a corresponding 
number. For example,
•	 row	3a/column	001	would	detail	1	–	South	Wales	Police
•	 row	3b/column	001	would	detail	1.1	–	Inspector

 Using this method makes it clear which role of staff links with each 
organisation.
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25.8 Row 5 requires details of the agreed forms or letters used to collect  
and/or convey the personal information. It is recommended that where 
a form is specific to one partner organisation it should be given the 
corresponding reference number, see 25.5 above.

25.9 Row 6 requires details of the agreed methods for transferring the personal 
information between partner organisations. The Task and Finish group 
should give consideration to these methods to ensure all transfers 
are undertaken in a secure manner. If it is found that not all partner 
organisations have a secure method of transfer, the ISP Facilitator should 
advice the relevant representatives to contact their Information Security/
Governance department to undertake a risk assessment to agree on the 
most appropriate method of transferring the personal information.

25.10 Row 7 requires details of when the personal information needs to be 
exchanged.

25.11 Row 8 provides an opportunity for the Task and Finish group to include any 
additional issues or comments they feel appropriate.

25.12 In some circumstances it may be possible to combine two or more 
columns. Once the various stages have been populated, if it is found that 
exactly the same information is reflected in more than one column it may 
be combined. 
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Section 3 –  Guidance for populating the 

‘No Consent’ ISP template 

26  Introduction
26.1 The ISP Facilitator will ensure all areas of this guidance and the ISP template 

are read and understood by the ISP Development Task and Finish Group.

26.2 The following section provides guidance in populating the template ISP 
where consent is not to be sought; that is, where a different Schedule 2 or 
3 Condition is being relied upon instead of consent.

26.3 The ISP template has been pre-populated with standard text. It is 
recommended that the standard text should not be removed however 
additional text can be added where necessary.

26.4 Where the guidance relates to a specific place in a section of the ISP 
template the specific number is clearly stated and marked in bold type.

26.5 Parts of the ISP that need to be populated are clearly indicated by 
highlighted instructions. Once populated this highlighting should be 
removed. This guidance provides assistance in populating the additional 
information required.

26.6 Where examples are provided in the following guidance they are offered 
merely as an aid to understanding. The examples are not intended as 
suggested wording for the ISP being developed.

26.7 Approved ISPs will normally be made available on the WASPI website; 
these can be used for reference when developing new ISPs.

27 Introduction to this ISP  
(Template section 1)

27.1 This section has been pre-populated with standard text; however the 
following details are required to be inserted, to expand on the scope and 
purpose of the specific ISP.

27.2 In 1.2 state the name of the particular function or service to which the 
ISP specifically relates, for example: Multi Agency Risk Assessment 
Conference (MARAC).
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27.3 In 1.3 explain what the function or service (named in 1.2) is and what it 
seeks to achieve. Also, explain the purpose of the information sharing, 
including what it is for and why it is necessary. These explanations should 
be written in such a way as to allow someone with no knowledge of the 
function or service to understand what it is about and why it is necessary 
to share the information.

27.4 In 1.4 briefly describe, in a generic way, the types of organisations that will 
be involved in the information sharing, for example: police, local authorities, 
health boards, care homes, schools, and third sector organisations. It is 
not necessary to list the specific partner organisations here as this will be 
done in 2.1.

27.5 In 1.6 list partner organisations operating procedures or processes that must 
be followed or referred to in relation to the ISP.

28 The information sharing partner 
organisations  
(Template section 2)

28.1 Each organisation agreeing an ISP for the given purpose of sharing specific 
sets of personal information becomes an information sharing partner.

28.2 Partner organisations to an ISP can include public or third sector 
organisations. Private organisations contracted by either sector to provide 
a relevant service, may also be involved in the information sharing process.

28.3 An ISP may include a small number of partner organisations concerned in a 
narrowly focussed aspect of the service delivery or it may involve a broader 
group of organisations committed to a common purpose.

28.4 It is recommended that each partner organisation appoints a Responsible 
Manager who has sufficient senior authority within their service area. 
They will have overall responsibility for the ISP(s) within their area of 
their organisation. Ensuring that the ISP is implemented, disseminated, 
understood and acted upon by relevant staff.

28.5 In 2.1 list the organisations that are involved in the sharing of personal 
information together with the role of their Responsible Manager. 

28.6 Partner organisations may choose to include within an appendix a list 
of “Key Contacts” who will be able to advise on any information sharing 
queries. These contacts are likely to be Information Governance  
Managers/Data Protection Officers (or equivalent) from each of the 
respective organisations. 
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29 Benefits of sharing  
(Template section 3)

29.1 In 3.1 provide details of what benefits are envisaged from the information 
sharing. All benefits should be considered – for example, they could relate 
(but not limited) to: safety; security; finance and costs; efficiency and 
effectiveness; accessibility and responsiveness, governance, and trust and 
confidence. The benefits could be for service users, organisations and the 
wider public.

30 Legislative/statutory powers  
(Template section 4)

30.1 In order for personal information to be processed lawfully, 
partner organisations must comply with all relevant rules of law 
whether derived from statute or common law. All decisions regarding 
service users’ consent both in verbal or in written form; provided, 
refused or withdrawn, must be recorded. 

30.2 Any organisation that processes personal information must comply with the 
Data Protection Act 1998 (DPA). The DPA establishes a framework of rights 
and duties which are designed to safeguard personal data. It balances the 
legitimate needs of organisations to collect and use personal data for 
business and other purposes, against the right of individuals to have 
the privacy of their personal details respected. When sharing personal 
information practitioners will ensure compliance with the 8 principles of 
the DPA. 

30.3 The first DPA principle states that any processing must be fair and lawful. 
The following outlines what should be considered in order to comply with 
each of these concepts in turn.

30.4 In order for processing to be described as “fair”, partner organisations must 
be transparent with service users in telling them as much as possible about 
how their personal data will be handled. This is covered in section 7 of the 
ISP template.

30.5 To be described as “lawful”, there are three main areas of consideration. 
The first of these differs depending on the type of organisation, and is a 
consideration of whether partner organisations have the legal power or 
ability to share the information. The second area concerns compliance 
with the requirements of the DPA and in particular the identification of the 
relevant DPA Schedule 2 and 3 conditions for processing, see Appendix B. 
The third area relates to ensuring compliance with other relevant rules 
of law, for example, the Human Rights Act 1998 or common law of 
confidentiality.
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30.6 The legal powers to share are likely to depend on the nature of the 
information in question, and the nature of the organisation(s) subject to 
the ISP. A partner organisation’s legal status also affects its ability to share 
information – in particular it depends on whether they are a public sector 
body or a private/third sector one.

30.7 Most public sector organisations derive their powers entirely from 
statute – either the Act of Parliament which set them up, or from other 
legislation regulating their activities. A public sector partner organisation, 
in deciding whether a data sharing initiative can proceed, should identify 
the legislation that is relevant to the organisation. The legislation can confer 
powers to share information through express obligations, for example, 
obliging an authority to share information with another, express powers, 
often permitting disclosure for certain purposes, and/or implied powers. 
Some examples of implied powers are provided below.

 Section 47 of the NHS and Community Care Act 1990 provides for social 
services authorities to involve staff of health and housing agencies in order 
to prepare comprehensive assessments of need. It can be implied from 
this duty that there is a power to share information with health bodies or 
housing authorities.

 Local authorities have powers under section 2 of the Local Government 
Act 2000 to promote or improve the social wellbeing of their area. 
This provides an implied power to share information with other statutory 
services and the independent sector.

 Section 22 of the National Health Service Act 1977 provides for a general 
duty on NHS bodies and local authorities to cooperate with one another in 
order to secure and advance the health and welfare of the people of England 
and Wales. This general duty implies a power to share information between 
NHS bodies and local authorities.

 Paragraph 16 of Schedule 2 to the NHS and Community Care Act 1990 
provides that NHS Trusts have general powers to do anything which is 
necessary or expedient for the purposes of or in connection with the 
provision of goods and services for the health service and similarly will 
give rise to an implied power to share information. 

 Section 115 of the Crime and Disorder Act 1998 permits the disclosure 
of personal information that may otherwise be prohibited to support local 
crime and disorder strategies in accordance with the objectives specifically 
outlined within it. There is not a compulsion to disclose and organisations 
must make their own decisions; however, the requirements of the common 
law duty of confidence and the Data Protection Act 1998 must still be met. 
Therefore, information given in confidence must not be disclosed unless 
there is a clear overriding public interest to do so.
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30.8 The legal framework that applies to private and third sector organisations 
differs from that which applies to public sector organisations, who may 
only act within their statutory powers. However, all bodies must comply fully 
with the principles of the DPA. Most private and third sector organisations 
have a general ability to share information provided this does not breach 
the DPA or other law. These organisations should have regard for their own 
constitutional documents, and any industry-specific regulations or guidance 
about handling service users’ information as this may affect their ability 
to share.

30.9 Partner organisations should give consideration to the lawfulness of the data 
sharing initiative that they wish to initiate. Details of any legislation providing 
implied or express powers for a public body partner organisation to share 
information, or any relevant legislation for private and third sector partner 
organisations should be detailed in paragraph 4.6 of the ISP template.

30.10 Other relevant legislative considerations can include statutory instruments 
separate from the DPA, and also exemptions under the DPA allowing 
disclosure of personal information when it would normally not be permitted 
to be disclosed. Paragraph 4.6 of the ISP can also be used to detail any such 
legislative considerations. Some examples are provided below.

 Section 29 of the DPA permits use or disclosures of personal data for 
the purpose of the prevention or detection of crime or the prosecution 
or apprehension of offenders, even though the data subject has not been 
informed of those uses or disclosures, if to inform the data subject might 
prejudice that purpose. Disclosure needs to be determined by the individual 
circumstances of each case. The outcome to be achieved must be weighed 
against the provision of confidentiality.

 The Data Protection (Processing of Sensitive Personal Data) Order 2000 
amends the DPA and provides that sensitive personal data (for example, 
mental or physical health) may be lawfully processed without explicit 
consent where there is substantial public interest in disclosing the data for 
a number of different purposes, including the prevention and detection of 
crime, for example.

30.11 The second part of the lawfulness consideration is about compliance 
with the requirements of DPA, in particular which of the Schedule 2 and 
Schedule 3 conditions for processing have been identified as relevant, 
see Appendix B. 

30.12 Partner organisations will need to identify a condition from the list at 
Schedule 2 of the DPA to justify the sharing that will be taking place. 
If the information in question is defined as “sensitive personal data” 
then a relevant condition from the list at Schedule 3 of the DPA will need 
to be identified. The relevant Schedule 2 and 3 condition(s) should be noted 
in paragraphs 4.3 and 4.4 of the ISP template. Where a Schedule 3 condition 
is not required then 4.4 should be removed.
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30.13 The third part of the lawfulness consideration concerns compliance 
with other relevant legislation. For example, partner organisations must 
comply with the Human Rights Act 1998, in particular the right to respect 
an individual’s private and family life, and with the common law of 
confidentiality. Depending on the circumstances, other legislation may 
also be relevant, for example, the Copyright, Designs and Patent Act 1988.

30.14 Partner organisations should also take into account any relevant professional 
guidance, for example, the Codes of Practice for Social Care Workers, 
or The Code: Standards of Conduct, Performance and Ethics for Nurses 
and Midwives.

30.15 In some cases an organisation may be expressly prohibited from sharing the 
information they hold. These partner organisations must be clear about the 
nature of any such prohibition. If necessary, they should consider obtaining 
legal advice.

31 Details of personal information being shared 
(Template section 5)

31.1 Once the purpose(s) for the particular ISP are clearly defined, partner 
organisations can make an informed decision about what level of personal 
information is required to carry out the purpose.

31.2 Partner organisations must be able to justify the sharing of each 
item of information as being necessary to achieve the purpose(s). 
Therefore, information which is not necessary must not be shared.

31.3 It is good practice for partner organisations to check the quality of the 
information before it is shared, otherwise inaccuracies and other issues 
may spread across the information systems of such organisations.

31.4 Partner organisations will be required to make regular checks to ensure that 
all the information being shared continues to be necessary for achieving the 
purpose(s), see section 38 of this guidance for further details.

31.5 In 5.1 provide a summary of the types of information that is to be 
shared. The summary should provide a generic description of the type of 
information. It is not necessary to detail each specific item here, as this will 
be documented in the Information Reference Table within Appendix B. 

31.6 In 5.2 describe how the personal information outlined in 5.1 is to be used.

32 Identifying the service user  
(Template section 6)

32.1 When sharing information, it is important to ensure that the partner 
organisations are certain that they are referring to the same service user. 
It is necessary, therefore, to agree which personal identifiers are required to 
do this effectively.
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32.2 In 6.1 record only the personal identifiers necessary to allow partner 
organisations to identify who is being referred to.

33 Informing the service user  
(Template section 7)

33.1 When developing a no consent ISP, partner organisations will not be seeking 
the consent of service users before sharing their personal information but 
will still need to give consideration as to whether or not the sharing is fair. 

33.2 “Processing” broadly means collecting, using, disclosing, retaining or 
disposing of personal information. If any aspects of processing are found 
to be unfair, then the DPA is likely to be breached.

33.3 Fairness generally means being open and transparent with the service 
user about how their information is to be used. Therefore, service users 
must generally be informed of why their information needs to be shared, 
what will be shared, who it will be shared between, what purposes it will 
be used for and the implications of sharing that information, they should 
also be informed of the identity and contact details of the Data Controller.

33.4 Partner organisations can provide fair processing information in various 
formats. Such information provided to the service user is often known as 
a Fair Processing Notice or a Privacy Notice. 

33.5 In this notice a service user should also be advised of their rights in respect 
of their information, for example:
•	 the	right	to	withhold	their	consent	(where	appropriate);
•	 the	right	to	place	restrictions	on	the	use	of	their	information;
•	 the	right	to	withdraw	their	consent	at	any	time.

33.6 Fair processing information should be communicated in a way that it can 
be easily understood and written notices should be made readily available. 
They should normally be provided when personal information about the 
service user is first obtained.

33.7 It may be useful to adopt a “layered” approach to providing fair processing 
information. This involves having a relatively simple explanation backed 
up by a more detailed version for service users who want a more 
comprehensive explanation. For example, brief reference can be made in 
referral letters and backed up by an information leaflet providing more detail.

33.8 Where the ISP involves the sharing of confidential or particularly sensitive 
personal information, partner organisations should actively communicate 
their fair processing information.

33.9 There may be occasions where it is not appropriate to provide this level 
of information as, by doing so, it may risk harm to others or hinder any 
investigation or legal proceedings. Where partner organisations decide 
that a Privacy Notice would not be appropriate in a particular circumstance, 
they should satisfy themselves which provision of the DPA provides an 
exemption from the fairness requirements of the first principle.
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33.10 Section 7 of the template has been pre-populated; however further details 
regarding the agreed fair processing format, are to be inserted in 7.2.
•	 verbal;
•	 letter;
•	 information	leaflet;
•	 poster;
•	 websites.

33.11 Section 7 of the template has been pre-populated; however further details 
regarding the agreed fair processing format, are to be inserted in 7.2. 
Where, as described in 33.10, it is not appropriate to provide this level 
of information 7.2 should be removed and replaced with, for example, 
“For the purposes of this ISP, no fair processing information will be required.”

33.12 An ISP can change over time, for example, where a public sector partner 
organisation is placed under a new statutory duty to share information; 
therefore the fair processing information must be reviewed to ensure that 
it still provides an accurate description of the information sharing being 
carried out. 

33.13 The Information Commissioner’s Office has produce a Privacy notices code 
of practice, which can be found at: 

 http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/
privacy_notices.aspx

33.14 Further guidance and information can be sought from the ISP Facilitator, 
respective Information Governance Managers or Data Protection Officers 
or the WASPI team.

34 Information security  
(Template section 8)

34.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

35 Records management  
(Template section 9)

35.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/privacy_notices.aspx
http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/privacy_notices.aspx
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36 Data Protection and Freedom of Information 
Act requests  
(Template section 10)

36.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

37 Complaints  
(Template section 11)

37.1 This section of the template ISP has been pre-populated with set text 
therefore, no further population is required.

38 Review of this ISP  
(Template section 12)

38.1 Reviews of the ISP should be undertaken at least every three years as a 
minimum. Partner organisations must agree the occurrence of these reviews 
and provide that detail in 16.1 of the ISP.

38.2 Where the service or purpose(s) change prior to the review date the ISP 
must be reviewed at the time of the change.

38.3 Following any security breach, consideration is to be given as to whether 
a review of the ISP should be undertaken prior to the review date.

38.4 During the review process, particular attention should be given to whether:
•	 the	sharing	of	information	meets	the	purposes	outlined	in	the	ISP;
•	 the	fair	processing	information	still	provides	an	accurate	explanation	

of the information sharing process;
•	 the	retention	periods	of	partner	organisations	are	being	adhered	to	and	

continue to reflect business need;
•	 information	security	remains	adequate	and	if	not	whether	any	security	

breaches have been investigated and acted upon;
•	 service	users	are	being	given	access	to	all	the	information	they	are	

entitled to, and that they are finding it easy to exercise their rights;
•	 partner	organisations	are	meeting	agreed	information	quality	standards.

38.5 It is good practice to check from time to time whether information being 
shared is of good quality. For example, a sample of records could be 
checked to ensure the information contained in them is kept up to date. 
This could be done by checking the information with the service user. 
Although this may only reveal deficiencies in a particular record, it could 
indicate wider systemic failure which can then be addressed.
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39 Template Appendix A – Glossary of terms 
39.1 Suggested text has been included within the glossary but can be added to 

as appropriate.

40 Template Appendix B –  
Information reference table

40.1 This section provides further guidance on populating the table.

40.2 A blank information reference table has been created to record further 
details of the information sharing process specifically regarding the agreed 
methods and controls. 

40.3 For ease of reference an alternative spreadsheet version of the information 
reference table is available on the WASPI website under the ‘Documentation’ 
tab for ISPs which contain a large amount of information.

40.4 Row 1 requires a description of the process or stage to which the 
information exchange relates. Each process or stage of the sharing should 
be recorded in a separate column.

40.5 Row 2 requires a detailed list of all the personal information to 
be exchanged, within each column, for each process or stage. 
Representatives will be required to justify why this level of personal 
information is to be shared; remembering that, just because it has always 
been shared that way or that it may be useful one day, is not a justifiable 
reason. Representatives must also be made aware that the finished list will 
document what information may be shared on a minimum and relevant and, 
case by case basis.

40.6 Row 3 requires details of the provider and recipient partner organisations 
together with the staff responsible for sharing the information within each 
organisation. It is recommended that each partner organisation is given a 
number reference, with each role of staff given a corresponding number. 
For example,
•	 row	3a/column	001	would	detail	1	–	South	Wales	Police
•	 row	3b/column	001	would	detail	1.1	–	Inspector

 Using this method makes it clear which role of staff links with each 
organisation.

40.7 Row 4 requires details of the agreed forms or letters used to collect  
and/or convey the personal information. It is recommended that where 
a form is specific to one partner organisation it should be given the 
corresponding reference number, see 25.5 above.
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40.8 Row 5 requires details of the agreed methods for transferring the 
personal information between partner organisations. The Task and Finish 
group should give consideration to these methods to ensure all transfers 
are undertaken in a secure manner. If it is found that not all partner 
organisations have a secure method of transfer, the ISP Facilitator should 
advise the relevant representatives to contact their Information Security/
Governance department to undertake a risk assessment to agree on the 
most appropriate method of transferring the personal information.

40.9 Row 6 requires details of when the personal information needs to be 
exchanged.

40.10 Row 7 provides an opportunity for the Task and Finish group to include any 
additional issues or comments they feel appropriate.

40.11 In some circumstances it may be possible to combine two or more 
columns. Once the various stages have been populated, if it is found that 
exactly the same information is reflected in more than one column it may 
be combined. 



32 Appendix A – Glossary of terms

Term Definition 

Service user An inclusive term to describe those people who have 
contact with service providing organisations within 
Wales and have information recorded about them. 
Individual organisations may refer to them as data 
subjects, patients, clients, victim, perpetrator, etc.

Practitioner An inclusive term to describe any staff working for 
the partner organisations involved in the care of or 
provision of services for the service user. For example, 
police officer, health professional, social worker, 
volunteer etc.

Data Controller Usually an organisation, but can also be individuals, 
who determine the purposes for which and the 
manner in which any personal information is, or will be, 
processed. 

Data Controllers must ensure that any processing of 
personal information for which they are responsible for 
complies with the Data Protection Act 1998.

Personal information Information which relates to an individual, including 
their image or voice, which enables them to be 
uniquely identified from that information on its own 
or from that and/or other information available to that 
organisation. 

It includes personal data within the meaning of Section 
1 of the Data Protection Act 1998 and information 
relating to the deceased.

Sensitive personal 
information

Personal information as to; the racial or ethnic origin 
of an individual; their political opinions, their religious 
beliefs or other beliefs of a similar nature, whether they 
are a member of a trade union, their physical or mental 
health or condition, their sexual life, the commission 
or alleged commission by them of any offence, or any 
proceedings for an offence committed or alleged to 
have been committed by them, the disposal of such 
proceedings or the sentence of any court in such 
proceedings.
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Term Definition 

Personal identifiers A set of basic personal details that allow partner 
organisations to identify exactly who is being referred 
to, for example, name, address, date of birth, 
post code.

Third sector A term used to describe the range of organisation 
that are neither public or private sector. It includes 
voluntary and community organisations; registered 
charities and other organisations such as associations, 
self-help groups, community groups, social enterprises, 
mutuals and co-operatives.
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Appendix B –  Conditions for processing 
personal information under 
the Data Protection Act 1998

Schedule 2 –  Conditions of processing personal 
information

At least one of the following conditions must be met when 
processing personal data

1. The data subject has given his/her consent to the processing.

2. The processing is necessary:
 (a) for the performance of a contract to which the data subject is a party; or

 (b)  for the taking of steps at the request of the data subject with a view to 
entering into a contract.

3. The processing is necessary for compliance with any legal obligation to which the 
data controller is subject, other than an obligation imposed by contract.

4. The processing is necessary in order to protect the vital interests of the data subject.

5. The processing is necessary:
 (a) for the administration of justice;

 (b)  for the exercise of any functions conferred on any person by or under any 
enactment;

 (c)  for the exercise of any functions of the Crown, a Minister of the Crown or a 
government department; or

 (d)  for the exercise of any other functions of a public nature exercised in the 
public interest by any person.

6. (1)  The processing is necessary for the purposes of legitimate interests pursued by 
the data controller or by the third party or parties to whom the data are disclosed, 
except where the processing is unwarranted in any particular case by reason of 
prejudice to the rights and freedoms or legitimate interests of the data subject.

 (2)  The Secretary of State may by order specify particular circumstances in which this 
condition is, or is not, to be taken to be satisfied.
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Schedule 3 –  Conditions of processing sensitive 
personal information

At least one of the following conditions must be met when 
processing sensitive personal data in addition to meeting at 
least one condition from schedule 2

1. The data subject has given his/her explicit consent to the processing of the 
personal data.

2. (1)  The processing is necessary for the purposes of exercising or performing any 
right or obligation which is conferred or imposed by law on the data controller 
in connection with employment.

 (2) The Secretary of State may by order:
 (a)  exclude the application of sub-paragraph (1) in such cases as may be 

specified; or

 (b)  provide that, in such cases as may be specified, the condition in  
sub-paragraph (1) is not to be regarded as satisfied unless such further 
conditions as may be specified in the order are also satisfied.

3. The processing is necessary:
 (a)  in order to protect the vital interests of the data subject or another person, 

in a case where:

 (i) consent cannot be given by or on behalf of the data subject; or

 (ii)  the data controller cannot reasonably be expected to obtain the consent 
of the data subject; or

 (b)  in order to protect the vital interests of another person, in a case where 
consent by or on behalf of the data subject has been unreasonably withheld.

4. The processing:
 (a)  is carried out in the course of its legitimate activities by any body or 

association which:

 (i) is not established or conducted for profit; and

 (ii) exists for political, philosophical, religious or trade-union purposes;

 (b)  is carried out with appropriate safeguards for the rights and freedoms of 
data subjects;

 (c)  relates only to individuals who either are members of the body or association 
or have regular contact with it in connection with its purposes; and

 (d)  does not involve disclosure of the personal data to a third party without the 
consent of the data subject.

5. The information contained in the personal data has been made public as a result of 
steps deliberately taken by the data subject.
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6. The processing:
 (a)  is necessary for the purpose of, or in connection with, any legal proceedings 

(including prospective legal proceedings);

 (b) is necessary for the purpose of obtaining legal advice; or

 (c)  is otherwise necessary for the purposes of establishing, exercising or 
defending legal rights.

7. (1) The processing is necessary:
 (a) for the administration of justice;

 (b)  for the exercise of any functions conferred on any person by or under an 
enactment; or

 (c)  for the exercise of any functions of the Crown, a Minister of the Crown or a 
government department.

 (2)  The Secretary of State may by order:
 (a)  exclude the application of sub-paragraph (1) in such cases as may  

be specified: or

 (b)  provide that, in such cases as may be specified, the condition in sub-paragraph 
(1) is not to be regarded as satisfied unless such further conditions as may be 
specified in the order are also satisfied.

8. (1) The processing is necessary for medical purposes and is undertaken by:
 (a) a health professional; or

 (b)  a person who in the circumstances owes a duty of confidentiality which is 
equivalent to that which would arise if that person were a health professional.

 (2)  In this paragraph “medical purposes” includes the purposes of preventative 
medicine, medical diagnosis, medical research, the provision of care and 
treatment and the management of healthcare services.

9. (1) The processing:
 (a)  is of sensitive personal data consisting of information as to racial or 

ethnic origin;

 (b)  is necessary for the purpose of identifying or keeping under review the 
existence or absence of equality of opportunity or treatment between persons 
of different racial or ethnic origins, with a view to enabling such equality to be 
promoted or maintained; and

 (c)  is carried out with appropriate safeguards for the rights and freedoms of 
data subjects.

 (2)  The Secretary of State may by order specify circumstances in which processing 
falling within sub-paragraph (1)(a) and (b) is, or is not, to be taken for the purposes 
of sub-paragraph (1)(c) to be carried out with appropriate safeguards for the rights 
and freedoms of data subjects.

10. The personal data are processed in circumstances specified in an order made by the 
Secretary of State for the purposes of this paragraph.


